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DETAILED ACTION 
Response to Restriction Requirement 

1 . Applicant's traversal to the restriction requirement has been considered, but is 
not persuasive in view of the follov»/ing reasons: 35 U.S.C. 101 states that "whoever 
invents... may obtain a patent." The emphasis is placed on 'a' meaning one. If the 
Instant application were to go to allowance, the applicant would obtain multiple patents 
from one application. Accordingly, the restriction requirement was/is proper. 

Specification 

2. The disclosure is objected to because of the following informalities: 

• The "CROSS-REFERENCE TO RELATED APPLICATIONS" section needs 
updated to reflect applications that have matured into patents. This is found on 
page 1 of the specification. Appropriate correction is required. 

Claim Objections 

3. Claims 1 7 and 47 objected to because of the following informalities: claim 17 
should say "identification" instead of "indemnification" and claim 47 should be 
dependent upon 45, not 42. Appropriate correction is required. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to v^ich said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-61 are rejected under 35 U.S.C. 103(a) as being unpatentable over 

Senoh (U.S. Patent No. 6,240,121) in view of KatoetaL (U.S. Patent No. 6,301,663). 

Regarding claims 1.2. 10. 37. and 45 . Senoh teaches a method/system of 
securing a data signal comprising the steps of: 

• Applying a data reduction technique to reduce the data signal into a reduced data 
signal (fig. 1 , ref. num 1 1 ); 

• Subtracting said reduced data signal from the data signal to produce a remainder 
signal (fig. 1, ref. num 24); 

• Embedding a first watermark into said reduced data signal to produce a 
watermarked, reduced data signal (fig. 1 , ref. num 23); and 

• Adding said watermarked, reduced data signal to said watermarked remainder 
signal to produce an output signal (fig. 1, ref. num 31). 

Senoh does not teach embedding a second watermark into said remainder signal 
to produce a watermarked remainder signal. 

Kato et al. teaches embedding a second watermark into said remainder signal to 
produce a watermarked remainder signal (col. 9, lines 43-52). 
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It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine embedding a second watermark into said remainder 
signal, as taught by Kato et al. . with the method/system of Senoh . It would have been 
obvious for such modifications because embedding a watermark signal into each of the 
reduced signals prevents deliberate or accidental attempts at removing the 
watermarked data completely, and therefore the watermark will remain detectable 
despite tampering attempts (see col. 7, lines 50-61 of Senoh). 

Regarding claims 3. 15. 28. and 47 . Senoh as modified by Kato et al. teaches 
wherein at least one of the watermarks is embedded using at least one cryptographic 
key (see col. 9, lines 47-52 of Kato et al.). 

Regarding claims 4. 16. and 29 . Senoh as modified by Kato et al. teaches 
wherein at least one of the watermarks is embedded using a cryptographic key pair (see 
col. 8, lines 7-14 of Kato et al.). 

Regarding claims 5 and 18 . Senoh as modified by Kato et al. teaches wherein 
one key of the cryptographic key pair is publicly available while the other key of the 
cryptographic key pair is secret (see col. 6, lines 4-8 and lines 15-18 of Kato et al.). 
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Regarding claims 6. 12. 22. 34, 42, and 49 , Senoh as modified by Kato et al. 
teaches wherein the data reduction technique comprises a data compression technique 
(see col. 5, lines 41-57 of Senoh). 

Regarding claims 7, 13. 23. 35, and 43 . Senoh as modified by Kato et al. teaches 
wherein the data compression technique comprises a standard lossy protocol for digital 
signal transmission (see col. 10, lines 58-65 of Senoh). 

Regarding claims 8. 14. 24. 36, 44. and 50 . Senoh as modified by Kato et al. 
teaches wherein the data compression technique comprises selective sampling of the 
data signal in a domain selected from the group comprising the time domain, bit depth 
domain, and the frequency domain (see col. 5, lines 41-57 of Senoh). 

Regarding claims 9 and 61 , Senoh as modified by Kato et al. teaches wherein at 
least one of said first and second watermarks is selected from the group comprising 
forensic watermarks and universal copy control watermarks (see col. 1, lines 24-26 of 
Senoh). 

Regarding claims 1 1 and 46 . Senoh as modified by Kato et al. teaches wherein 
the step of subtracting is comprised of 

• Storing a copy of the data signal (see col. 9, lines 50-52 of Kato et al.); and 
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• Subtracting said reduced data signal from the copy of the data signal to produce 
a remainder signal (see fig. 1 , ref. num 24 of Senoh). 

Regarding claims 17 and 30 . Senoh as modified by Kato et al. teaches wherein a 
copy of said keys is maintained at a central certification authority for reference 
identification purposes (see col. 6, lines 4-8 of Kato et al.). 

Regarding claim 19 . Senoh as modified by Kato et al. teaches further comprising 
repeating for a finite number of times the steps of data reduction, subtraction, and 
embedding (see fig. 1 , ref. num 1 1 , 24, 23, and 31 of Senoh, a finite number of times 
could be 1 , which would be the initial time of reduction, subtraction, and embedding). 

Regarding claims 20 and 25 . Senoh teaches a method of securing a data signal 
comprising: 

• Applying a data reduction technique to reduce the data signal into a reduced data 
signal (fig. 1, ref. num 11); 

• Subtracting said reduced data signal from the data signal to produce a remainder 
signal (fig. 1 , ref. num 24); and 

• Adding said encrypted, reduced data signal to said encrypted remainder signal to 
produce an output signal (fig. 1, ref. num 31). 
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Senoh does not teach using a first cryptographic technique to encrypt the 
reduced data signal to produce an encrypted, reduced data signal; or using a second 
cryptographic technique to encrypt the remainder signal to produce an encrypted 
remainder signal. 

Kato et al. teaches using a first cryptographic technique to encrypt the reduced 
data signal to produce an encrypted, reduced data signal (fig. 1 , ref. num 4); and using 
a second cryptographic technique to encrypt the remainder signal to produce an 
encrypted remainder signal (fig. 1, ref. num 9). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine using a first and second scrambling technique, as 
taught by Kato etal. . with the method/system of Senoh . It would have been obvious for 
such modifications because scrambling/encrypting each of the reduced signals prevents 
deliberate or accidental attempts at removing the scrambled/encrypted data completely, 
and therefore the scrambling/encryption will remain intact despite tampering attempts 
(see col. 7, lines 50-61 of Senoh). 

Regarding claims 21. 26. 33. and 38 . Senoh as modified by Kato et al. teaches 
wherein said first and second scrambling techniques are identical (see col. 5, lines 48- 
50 of Kato etal.). 
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Regarding claims 27 and 39 . Senoh as modified by Kato et al. teaches wherein 
at least one of said first and second cryptographic techniques is a watermarking 
technique for embedding at least one digital watermark in a signal (see fig. 1 , ref, num 
23 of Senoh). 

Regarding claims 31 and 40 . Senoh as modified by Kato et al. teaches wherein 
at least one of said first and second cryptographic techniques is a scrambling technique 
(see col. 15, lines 31-44 of Kato et al.). 

Regarding claims 32 and 41 . Senoh as modified by Kato et al. teaches wherein 
one of said first and second cryptographic techniques is a watermarking technique for 
embedding a digital watermark in a signal and the other is a scrambling technique (see 
col. 6, line 26-29 of Senoh and col. 15, lines 31-44 of Kato et al.). 

Regarding claim 48 , Senoh as modified by Kato et al. teaches wherein said at 
least one digital watermarking algorithms comprises two different digital watermarking 
algorithms (see fig. 4, ref. num 22 and 25 of Kato et al.). 

Regarding claim 51 . Senoh teaches a method for securing a data signal 
comprising the steps of: 

• Evaluating the data signal to determine its characteristics and reducibility (col. 5, 
lines 41-57); 
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• Selecting at least one appropriate data reduction technique for the data signal 
based on the data signal's characteristics (col. 5, lines 41-57); 

• Applying said at least one appropriate data reduction technique to the data signal 
to produce a reduced data signal (fig. 1 , ref. num 1 1 ); 

• Embedding at least one digital watermark in the reduced data signal (fig. 1 , ref. 
num 23); and 

• Supplying an output signal corresponding to the data signal, said output signal 
comprising said watermark and said reduced data signal (fig. 1, ref. num 31). 

Senoh does not specifically teach supplying an output signal. 

Kato et al. teaches an output signal is supplied to the optical medium (fig. 4, ref. 
num 27). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine supplying the output signal, as taught by Kato et al. . 
with the method/system of Senoh . It would have been obvious for such modifications 
because supplying an output signal comprising copy protected data entitles the proper 
user to use the data without the worries of a third party stealing the data. 



Regarding claim 52 . Senoh as modified by Kato et al. teaches wherein the 
evaluation step comprises: 
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• Dividing the data signal into a plurality of discrete data substreams (see col. 5, 
lines 41 -57 of Senoh); and 

• Evaluating each of said plurality of discrete data substreams to determine its 
characteristics and reducibility (see col. 5, lines 41-57 of Senoh); and wherein the 
selecting step comprises: 

• Selecting at least one appropriate data reduction technique for each of said 
plurality of discrete data substreams based on the substreams characteristics 
(see col. 5, lines 41-57 of Senoh). 

Regarding claim 53 . Senoh as modified by Kato et al. teaches wherein the 
appropriateness of said at least one data reduction technique is determined with 
reference to data signal characteristics selected from at least one of: a desired output 
quality for an output signal; a desired data reduction ratio; audio character of data; video 
character of data; text character of data; executable software character of data (see col. 
5, lines 41-57 of Senoh). 

Regarding claim 54 . Senoh as modified by Kato et al. teaches wherein the same 
data reduction technique is used for each of said plurality of data substreams (see col. 
5, lines 41-57 and fig. 2 of Senoh). 



Regarding claim 55 . Senoh as modified by Kato et al. teaches further comprising 
the steps of performing one of the following techniques upon at least one of said 
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plurality of data substreams: a scrambling technique; an encryption technique (see fig. 
4, ref. num 25 of Kato et al.). 

Regarding claim 56 , Senoh as modified by Kato et al. teaches wherein at least 
one of said steps of watermarking, scrambling, or encrypting comprises applying at 
least one cryptographic key (see fig. 4, ref. num 25 of Kato et al.). 

Regarding claim 57 , Senoh as modified by Kato et al. teaches further comprising 
deriving said at least one cryptographic key at least in part from the data signal (see fig. 
1 , ref. num 6 of Kato et al.). 

Regarding claim 58 , Senoh as modified by Kato et al. teaches further comprising 
deriving said at least one cryptographic key independently of the data signal (see fig. 1 , 
ref. num 6 of Kato et al.). 

Regarding claim 59 , Senoh as modified by Kato et al. teaches wherein said step 
of evaluating the data signal comprises analyzing the data signal with a computer 
processor implementing an algorithm for analysis of signal characteristics (see fig. 1 , 
ref. num 1 1 and fig. 2 and col. 5, line 41 through col. 6, line 26 of Senoh). 



Regarding claim 60 . Senoh teaches a method for the protection of a data signal, 
comprising the steps of: 
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• Defining and analyzing a plurality of data substreams within the data signal (col. 
5, lines 41-57). 

Senoh does not teach associating at least one key or key pair with data reduction 
digital watermarking for at least one of said data substreams. 

Kato et al. teaches associating at least one key or key pair with data reduction 
digital watermarking for at least one of said data substreams (fig. 1 , ref. num 6). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine associating a key with data reduction for at least one 
substream, as taught by Kato etal. , with the method/system of Senoh . It would have 
been obvious for such modifications because the associated key can be recovered to 
restore the data substream to its original data (see col. 8, lines 7-35 of Kato et al.). 

The combination of Senoh and Kato et al. now teach employing said at least one 
key or key pairs for at least one step selected from the group of: identifying at least one 
associated watermark; encoding at least one associated watermark; detecting at least 
one associated watermark; or decoding at least one associated watermark (see fig. 3 of 
Kato et al.). 
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Claims 62-72 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Senoh (USPN '121). 

Regarding claim 62 , Senoh teaches a method for protected distribution of a data 
file comprising: 

• Embedding one or more digital watermarks in the data file using data reduction 
techniques in creating said digital watermark (fig. 1, ref. num 11 and 23). 

Senoh does not specifically teach distributing the digitally watermarked file to an 
end user. However, Senoh discloses preventing unauthorized copying by third parties - 
which implies the watermarked file will be transmitted to someone (fig. 1 , ref. num 31 ). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to distribute the watermarked file to an end user. It would have 
been obvious for such modifications because transmission of copy protected data 
entitles the proper user to use the data without the worries of a third party stealing the 
data. 



Regarding claim 63 . Senoh teaches wherein the use of data reduction 
techniques comprises creation of a reduced portion of the data file and a remainder 
portion of the data file (col. 5, lines 41-57). 
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Regarding claim 64 , Senoh teaches wherein the embedding step comprises 
embedding one or more digital watermarks in each of the reduced portion and the 
remainder portion of the data file (col. 6, lines 27-45), 

Regarding claim 65 , Senoh teaches further comprising combining said 
watermarked, reduced portion with said watermarked, remainder portion to produce the 
digitally watermarked file (col. 6, lines 45-52). 

Regarding claim 66 , Senoh teaches wherein said step of embedding said one or 
more digital watermarks in the data file is performed on a central computer server and 
wherein said distributing step is performed by transmitting the digitally watermarked file 
from the central computer server to an end user output device (col. 1 , lines 15-26). 

Regarding claim 67 . Senoh teaches wherein said step of distributing comprises 
transmitting the digitally watermarked file over a public data network (col. 1 , lines 15- 
26). 



Regarding claim 68 , Senoh teaches wherein said step of distributing comprises 
transmitting the digitally watermarked file over the Internet (col. 1, lines 15-26). 
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Regarding claim 69 . Senoh teaches further comprising the step of supplying the 
end user with means for detecting information about said digital watermark (fig. 5 and 
col. 9, lines 17-56). 

Regarding claim 70 . Senoh teaches wherein said data file comprises a file 
selected from the group containing music files, audio files, video files, still image files, 
streaming media files, and executable computer software files (col. 1, lines 15-26). 

Regarding claim 71 . Senoh teaches wherein at least one of said digital 
watermarks created using data reduction comprises a universal copy control watermark 
for preyention of unauthorized data file copying (col. 1 , lines 24-26). 

Regarding claim 72 , Senoh teaches wherein at least one of said digital 
watermarks created using data reduction comprises a forensic watermark for tracing at 
least a portion of the distribution history of the data file (col. 1 , lines 24-26). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon Hoffman whose telephone number is 571-272- 
3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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